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February 5, 2014 
 

I. For Information:  

A. The Audit Committee reports for information that at its February 5, 2014 meeting, the Committee:  

 

1. Received and approved the minutes of September 25, 2013, meeting with minor changes;  

2. Received updates from the General Counsel; 

3. Received updates and discussed the status of the 2013 audit with Crowe Horwath;  

 

4. Received updates from the Chief Financial Officer and Controller;  

 

5. Received and approved the Entity Level Control report on Internal Control documentation and testing:  

 

6. Received updates on the findings from the following audits: 

 Information Technology Review 

 Corporate Credit Card Review 

 Tsunami Audit 

 

7. Reviewed and discussed possible changes to the Audit Committee Charter; 

 

8. The audit committee elected Molly Baskin as Chair, and Kears Pollack as Vice-Chair. 

 



Report G.001 

PRESBYTERIAN MISSION AGENCY BOARD 

February 5-7, 2014 

Audit Committee 

 

 

 

 
 

 

 Minutes 

 

 Presbyterian Mission Agency Board Audit Committee Meeting 

 September 24-25, 2013 

 

 Marriott Louisville East 

Thoroughbred Room 

  

 

ATTENDANCE:      STAFF: 

Molly Baskin, Chair       Timothy Stepp, PMA 

Thomas Fleming      Kenneth Bryan, PMA 

Ellen Pearre Cason      Linda Valentine, PMA 

Richard Turpen      Earline Williams, PMA 

Kears Pollock, Vice Chair     Denise Hampton, PMA  

        Dorothy Smith, PMA 

EXCUSED: 

Chris Rhodes       Guests: 

        Cynthia Pierce, Crowe Horwath 

        Steve Roy, Crowe Horwath 

        Kristen McDonner, Crow Horwath 

        Dave Calzi, EY 

        Lisa Mather, EY 

        Neal Thomas, EY 

        Simon Keemer, DDAF 

        Crissy Fiscus, DDAF 

       

 

    

Tuesday, September 24, 2013: 

 

Ms. Baskin opened the Audit Committee with prayer. 

 

MOVED, SECONDED, and CARRIED: The Audit Committee adopted the agenda. 

 

The audit committee entered executive session with management. 

 

The audit committee arose from executive session with management.   

 

The Audit Committee met with prospective external audit firms to receive presentation during the 

bid process.  No actions were taken. 

 

The audit committee adjourned with prayer. 
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Wednesday, September 25, 2013: 

 

 

Ms. Baskin opened the Audit Committee with prayer. 

 

MOVED, SECONDED, and CARRIED: The Audit Committee adopted the agenda. 

 

MOVED, SECONDED, and CARRIED: The Audit Committee approved the July 10, 2013 

minutes as revised. 

 

The committee briefly discussed the Audit Committee section of the Operations Manual and its need 

to be updated.  No actions were taken. 

 

The committee discussed the possibility of scheduling quarterly meeting to review financial 

information.  It was agreed that the committee would request to meet with management, staff and the 

finance committee quarterly to review PCUSA financial information. 

 

The committee received and approved the following internal control reviews: 

 Information Technology 

 Corporate Credit Card 

 Payroll 

 

Kears Pollock asked for clarification on the contract with ADP.  Specifically, does the contract 

address tax penalties and who is responsible. 

 

The committee received and approved the Tsunami audit as well as an update on the Tsunami Audit. 

 This included new processes and procedures for all national PDA responses.  The staff is currently 

working on finalizing the national procedures and is working on the processes and procedures for the 

international responses. 

 

The audit committee entered executive session with management. 

 

The audit committee arose from executive session with the following actions:   

 

1. To minimize the risk associated with employment separation, the Audit Committee recommends 

that all system and corporate credit card access shall be immediately removed from separated 

employees.  This expedient action shall be taken regardless of the circumstances associated with 

the separation of employment.  This recommendation would aid the organization safeguarding 

of assets as well as ensuring that network data security policies are providing reasonable assure 

of ongoing protection of systems, programs, and data while retaining unproblematic access by 

authorized use 
2. To engage Crowe Horwath as the external auditor for the Presbyterian Church (USA). 

 

The audit committee adjourned with prayer. 
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November 18, 2013   Audit Department                                     

Timothy W. Stepp, C.P.A. - Associate Director of Internal Audit  

Kenneth R. Bryan, C.P.A. - Senior Internal Auditor 
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I. BACKGROUND 

Per the Internal Audit Charter, the Internal Audit function is tasked with “providing a 

broad variety of financial audit services”.  A listing (not all-inclusive) of said tasks 

includes the following (emphasis added for the purpose of this report): 

 

 Reviewing the reliability and integrity of financial information and how that 

information is identified, measured, classified, and reported; 

 

 Reviewing the effectiveness and efficiency of particular financial management 

functions such as, but not limited to, purchasing, transportation expenses, and 

overtime analysis; 

 

 Reviewing established financial control systems for efficiency and compliance; 

 

 Reviewing compliance with financial policies and procedures. 

 

To accomplish the objectives listed above, an initial, all-inclusive, financial process 

internal control review has been undertaken by Internal Audit in 2013.  To facilitate such 

a review, Internal Audit has established a review process (see Addendum F – Internal 

Control Review Process) utilizing the following guidance: 

 

 COSO - Committee of Sponsoring Organizations of the Treadway Commission – 

Internal Control - Integrated Framework – Executive Summary (COSO – see 

Appendix A – COSO – Internal Control Framework); 

 

 IT Governance Institute – COBIT 4.1 – Control Objectives for Information 

Technology (COBIT – see Information Technology Review 2013; prepared by 

Internal Audit; dated July 24, 2013); 

 

Utilizing the guidance provided within COSO, the term “internal control” is defined as 

follows (emphasis added for the purpose of this report): 

 
Internal control is a process, effected by an entity's board of directors, management and other personnel, 

designed to provide reasonable assurance regarding the achievement of objectives in the following 

categories: 

 

 Effectiveness and efficiency of operations; 

 Reliability of financial reporting; 

 Compliance with applicable laws and regulations
1
. 

 

                                                 
1
 COSO - Committee of Sponsoring Organizations of the Treadway Commission – Internal Control - 

Integrated Framework – Executive Summary; page 9 
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Furthermore, the Securities and Exchange Commission (SEC) defines Entity Level 

Controls as (emphasis added for the purpose of this report): 

 
The term ‘entity-level controls’ … describes aspects of a system of internal control that have a pervasive 

effect on the entity’s system of internal control such as controls related to the control environment (for 

example, management’s philosophy and operating style, integrity and ethical values; board or audit 

committee oversight; and assignment of authority and responsibility); controls over management 

override; the company’s risk assessment process; centralized processing and controls, including shared 

service environments; controls to monitor results of operations; controls to monitor other controls, 

including activities of the internal audit function, the audit committee, and self-assessment programs; 

controls over the period-end financial reporting process; and policies that address significant business 

control and risk management practices. The terms ‘company-level’ and ‘entity-wide’ are also commonly 

used to describe these controls.
2
 

 

In addition to defining the term “internal control”, COSO provides the following internal 

control framework guidance (emphasis added for the purpose of this report): 

 
Internal control consists of five interrelated components. These are derived from the way management runs 

a business, and are integrated with the management process. Although the components apply to all entities, 

small and mid-size companies may implement them differently than large ones. Its controls may be less 

formal and less structured, yet a small company can still have effective internal control.  The components 

are: 

 

 Control Environment — The control environment sets the tone of an organization, influencing the 

control consciousness of its people. It is the foundation for all other components of internal 

control, providing discipline and structure. Control environment factors include the integrity, 

ethical values and competence of the entity's people; management's philosophy and operating 

style; the way management assigns authority and responsibility, and organizes and develops its 

people; and the attention and direction provided by the board of directors. 

 

 Risk Assessment — Every entity faces a variety of risks from external and internal sources that 

must be assessed. A precondition to risk assessment is establishment of objectives, linked at 

different levels and internally consistent. Risk assessment is the identification and analysis of 

relevant risks to achievement of the objectives, forming a basis for determining how the risks 

should be managed. Because economic, industry, regulatory and operating conditions will 

continue to change, mechanisms are needed to identify and deal with the special risks associated 

with change. 

 

 Control Activities — Control activities are the policies and procedures that help ensure 

management directives are carried out. They help ensure that necessary actions are taken to 

address risks to achievement of the entity's objectives. Control activities occur throughout the 

organization, at all levels and in all functions. They include a range of activities as diverse as 

approvals, authorizations, verifications, reconciliations, reviews of operating performance, 

security of assets and segregation of duties. 

 

                                                 
2
 Sarbanes-Oxley Section 404: 

A Guide for Management by Internal Control Practitioners 

The Institute of Internal Auditors 

2
nd

 Edition, January 2008 

Page 39 
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 Information and Communication — Pertinent information must be identified, captured and 

communicated in a form and timeframe that enable people to carry out their responsibilities. 

Information systems produce reports, containing operational, financial and compliance-related 

information, that make it possible to run and control the business. They deal not only with 

internally generated data, but also information about external events, activities and conditions 

necessary to informed business decision-making and external reporting. Effective communication 

also must occur in a broader sense, flowing down, across and up the organization. All personnel 

must receive a clear message from top management that control responsibilities must be taken 

seriously. They must understand their own role in the internal control system, as well as how 

individual activities relate to the work of others. They must have a means of communicating 

significant information upstream. There also needs to be effective communication with external 

parties, such as customers, suppliers, regulators and shareholders. 

 

 Monitoring — Internal control systems need to be monitored-a process that assesses the quality 

of the system's performance over time. This is accomplished through ongoing monitoring 

activities, separate evaluations or a combination of the two. Ongoing monitoring occurs in the 

course of operations. It includes regular management and supervisory activities, and other actions 

personnel take in performing their duties. The scope and frequency of separate evaluations will 

depend primarily on an assessment of risks and the effectiveness of ongoing monitoring 

procedures. Internal control deficiencies should be reported upstream, with serious matters 

reported to top management and the board
3
. 

 

To assist in the facilitation of the review of financial internal controls, Internal Audit 

partitioned the PCUSA control environment into the following components: 

 

 Entity Level Controls (ELC) – These are control activities that permeate the 

entire organization, and set the “tone” for the overall control environment. 

 

 Information Technology General Controls (ITGC) – These are controls that 

relate specifically to Information Technology (IT), and also, permeate the entire 

organization (Note: As of the date of this report, a review of the ITGC 

environment has been performed; see Information Technology Review 2013; 

dated July 24, 2013.) 

 

 Financial Close & Reporting (FCR) – These are process-level-specific control 

activities associated with the monthly closing and reporting process (e.g. chart of 

account manipulations; journal entries; reconciliations; segregation of duties; 

etcetera). 

 

 Cash Receipt – These are process-level-specific control activities associated with 

receipts (e.g. receivables; master file manipulations; aging reviews; segregation of 

duties; etcetera). 

 

  

                                                 
3
 COSO - Committee of Sponsoring Organizations of the Treadway Commission – Internal Control - 

Integrated Framework – Executive Summary; page 3 
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 Cash Disbursement – These are process-level-specific control activities 

associated with disbursements (e.g. master file manipulations; disbursement 

preparation and authorization; aging reviews; segregation of duties) and includes 

wire transfers, accounts payable via voucher, and corporate credit card 

management.  (Note: As of the date of this report, a review of the corporate credit 

card control environment has been performed; see Corporate Credit Card Review 

2013; dated June 21, 2013.) 

 

 Fixed Assets – These are process-level-specific control activities associated with 

fixed asset management (e.g. procurement; authorization; depreciation; 

retirement; etcetera). 

 

 Payroll – These are process-level-specific control activities associated with 

payroll management (e.g. master file manipulation; segregation of duties; 

accuracy of payroll calculations; etcetera).  (Note: As of the date of this report, a 

review of the payroll control environment has been performed; see Payroll 

Review 2013; dated September 4, 2013.) 

 

A brief description of the process utilized by Internal Audit to apply the COSO 

framework within the PCUSA Entity Level Control (ELC) environment is listed below 

(see steps #1 through #6).  In addition, emphasis should be placed on the fact that this is 

the initial ELC review, and as such, “control gaps” (variances between general guidance 

per COSO versus actual level of compliance) are to be expected. 

 

1. General Overview – An initial ELC discussion was conducted with the Controller 

and Internal Audit on July 15, 2013.  The purpose of this meeting was to obtain a 

high-level understanding of the ELC environment that would assist with the ELC 

documentation development (see step #2 below).  It should be noted that the Chief 

Financial Officer (CFO) position was vacant at the time of this meeting, but was 

in the process of being filled.  To accommodate this situation, Internal Audit 

lowered the ELC review on the “priority list” (progress was still being made, 

however, at a much slower pace) until such a time as the CFO position was filled, 

and enough time had elapsed to allow acclimation to the new position.   As a 

result, an additional ELC discussion was conducted with the new CFO and 

Internal Audit on October 22, 2013 with the same purpose as the previous 

meeting conducted with the Controller on July 15. 

 

2. Documentation Development – This step provided for the development of the 

following: 

 

a. Internal Control Review Process – This document (see Addendum F – 

Internal Control Review Process) utilizes a flowchart / narrative 

combination and was presented to the Audit Committee on April 9, 2013.   
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It should be noted that this document was not limited in scope to ELC, but 

rather, detailed the proposed process for the entire PCUSA internal control 

review process.  In addition, the ELC deliverables outlined within this 

document are as follows: 

 

i. ELC Listing – Listing of PCUSA-specific control language 

(discussed within step #4 below); 

ii. ELC Checklist – Documentation needed to support compliance 

with each internal control (information contained within step #5 

below); 

iii. ELC GAP Summary – Documentation to support variances 

between desired levels of control compliance versus actual current 

levels (information contained within step #5 below). 

 

b. Internal Control Questionnaire (ICQ) – This document (see Addendum D 

– Internal Control Questionnaire) utilized the following documentation / 

guidance to develop internal control questions that were designed to obtain 

a deeper insight into the PCUSA ELC environment: 

 

i. Basic control practices outlined with the COSO framework (see 

Addendum A – COSO – Internal Control – Integrated 

Framework); 

ii. Auditing guidance from the Institute of Internal Auditors (IIA; see 

Addendum B – Sarbanes-Oxley Section 404 – IIA Audit Guidance); 

iii. Example ELC language obtained from the Standard for 

Management Assessment and Audits of Internal Controls Over 

Financial Reporting (see Addendum C – Standard – Internal 

Controls – Financial Reporting); 

iv.  PCUSA-specific knowledge obtained in step #1.  

 

3. ICQ Administration – The ICQ was completed as a series of interviews with 

applicable members of management.  Results of the ICQ (inquiry into the current 

ELC environment) were utilized in the development of every subsequent step 

within the ELC review process (e.g. streamlining the detailed testing process by 

eliminating testing of control objectives in which applicable members of 

management indicated adequate processes were not yet in place).  

 

4. Control Language Development – Due to this being the initial ELC environment 

review and a lack of a formalized ELC program, proposed control language was 

developed by Internal Audit in conjunction with the completion of the ICQ.  

These proposed internal controls were then assigned a unique identifier using the 

following format (ELC(Sub-Process)-Number-Description): 
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a. ELC – Designates “Entity Level Controls”; 

b. Sub-Process – Designation for the applicable control framework 

“component” as designated within the COSO guidance.  A listing of the 

applicable components is as follows: 

 

i. CE – Control Environment; 

ii. RR – Risk Reduction (Note: COSO uses the component name of 

“Risk Assessment”.  However, specific controls were designed to 

test the PCUSA risk assessments (financial, IT and external).  

Therefore, to avoid confusion between the component name and 

the actual controls tested, Internal Audit substituted the component 

name of “Risk Reduction” for “Risk Assessment”.); 

iii. CA – Control Activity; 

iv. IC – Information and Communication; 

v. M – Monitoring. 

 

c. Number – Designates the specific internal control number; 

d. Description – Provides a brief overview of the control function. 

 

5. Testing Program – Detailed testing procedures were then developed to verify the 

current level of compliance for each of the proposed ELC language statements 

developed in step #3 (see Addendum E – Entity Level Control Testing Program to 

reference both detailed testing methodology and management response).  In 

addition, the results of each internal control statement test are summarized within 

this report under Section III. Audit Detail. 

 

6. Final Report – The output of the above process (steps #1 through #5) is the 

information contained and / or referenced within this document. 
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II. OBJECTIVE AND SCOPE 

 

OBJECTIVES: 

Utilizing guidance provided within COSO, perform the initial ELC review. 

 

SCOPE: 

Any necessary audit evidence supporting current level of compliance related to the 

applicable control language.  It should be noted that all information requests were 

related to 2013 data only. 

 

 

 

ddages
Typewritten Text
12



Report G.001 

PRESBYTERIAN MISSION AGENCY BOARD 

February 5-7, 2014 

Audit Committee 

 

Entity Level Control Review 2013 

 

III. AUDIT DETAIL 

 

The below chart provides a summation of the 2013 ELC review.   

 

Key Control # Status of Control Test
Risk

High-Medium-Low
Priority

Expected 

Completion 

Date

Level of Management 

Agreement with Testing 

Results

ELC(CE)-C1 Policies and Procedures Needs Improvement High Needed - Not Urgent TBD Agreement

ELC(CE)-C2 Business Ethics Pass High N/A N/A Agreement

ELC(CE)-C3 Entity Level Rules & Individual Operation Procedures Tested Elsewhere High N/A N/A Agreement

ELC(CE)-C4 GAAP Utilization Pass High N/A N/A Agreement

ELC(CE)-C5 Audit Committee Oversight Pass High N/A N/A Agreement

ELC(CE)-C6 Audit Committee's Coordination of Auditing Efforts Pass High N/A N/A Agreement

ELC(CE)-C7 Major Issue Communication Pass High N/A N/A Agreement

ELC(CE)-C8 Organizational Structure Needs Improvement High Needed - Not Urgent TBD Agreement

ELC(CE)-C9 Key Financial Positions Pass High N/A N/A Agreement

ELC(CE)-C10 Responsibilities & Delegated Authority Needs Improvement High Needed - Not Urgent TBD Agreement

ELC(CE)-C11 Limitations of Authority / Delegated Responsibility Tested Elsewhere High N/A N/A Agreement

ELC(CE)-C12 Associate Training Pass High N/A N/A Agreement

ELC(RR)-C1 Risk Assessments Pass High N/A N/A Agreement

ELC(RR)-C2 Additional Risk Assessment Factors Pass High N/A N/A Agreement

ELC(RR)-C3 Change Management Process Pass High N/A N/A Agreement

ELC(RR)-C4 Fraud Risks Pass High N/A N/A Agreement

ELC(CA)-C1 Segregation of Duties Needs Improvement High Needed - Not Urgent TBD Agreement

ELC(CA)-C2 Process Ownership Tested Elsewhere High N/A N/A Agreement

ELC(CA)-C3 Remediation Log Needs Improvement High Needed - Not Urgent TBD Agreement

ELC(IC)-C1 Communication of Key Financial Information Pass High N/A N/A Agreement

ELC(IC)-C2 Management Information Communication Pass High N/A N/A Agreement

ELC(IC)-C3 Independent Communication Channel Pass High N/A N/A Agreement

ELC(IC)-C4 External Communication System Pass High N/A N/A Agreement

ELC(M)-C1 Ongoing Monitoring Activities Pass High N/A N/A Agreement

ELC(M)-C2 Scope & Independent Assessments Pass High N/A N/A Agreement

TESTING SUMMARY UPDATE

 

To assist with interpretation of data contained within the Testing Summary chart above, 

the following legend is provided. 

 

 Key Control # – As discussed within step #4 above (see Section I. Background), 

each ELC was placed into a specific “category”.  As such, the key control 

numbering utilizes the following methodology: 

 

o ELC – Abbreviation for “Entity Level Control”; 

 

o Category – As outlined within step #4 (see Section I. Background); 

 

o Number – Designates the control number within a specific “category”; 

 

o Name – Brief description as to the theme of the control language. 

 

 Risk (High – Medium – Low) – For this attribute, the assigned values were 

utilized to “classify” the associated risk level for each control.  It should be noted 

that due to the cultural influence of ELCs within the organization, all ELCs were 

assigned a risk level of “High”. 
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 Status of Control Test – The following control testing result options were 

utilized: 

 

o Pass – Control testing results indicate the level of control compliance was 

deemed effective.  

 

o Needs Improvement – Control testing results indicate partial compliance 

with the stated control language (which would be interpreted as the control 

being deemed not effective). 

 

o Fail – Control testing results indicate the level of control compliance was 

deemed not effective. 

 

o UTD – Control testing results indicate “Unable-to-Determine” the level of 

control compliance (which would be interpreted as the control being 

deemed not effective). 

 

o N/A – Control testing results indicate the control objectives associated 

with this control as being “Not Applicable” to the PCUSA ELC 

environment. 

 

o Tested Elsewhere – Control objectives associated with this control would 

be applicable to the PCUSA control environment.  However, verification 

of the control effectiveness is covered within another control test. 

 

 Priority – The following prioritization options were utilized: 

 

o Immediate Action Required – Control testing results, current status of the 

ELC environment and associated risk indicate immediate remediation is 

required. 

 

o Needed – Not Urgent – Control testing results, current status of the ELC 

environment and associated risk indicate recommended remediation 

efforts should be put into place at the earliest opportunity. 

 

o Desired – Control testing results, current status of the ELC environment 

and associated risk indicate recommended remediation efforts should be 

considered only after Immediate Action Required and Needed – Not 

Urgent opportunities have been addressed. 

 

 Expected Completion Date – This attribute represents management’s best 

estimate as to the completion of recommended / agreed upon remediation efforts.  

Note: This date does not take into account Internal Audit retesting efforts. 
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 Level of Management Agreement with Testing Results – The following options 

were available to evaluate management’s interpretation of the performed control 

testing. 

 

o Agreement – This option would indicate complete agreement with the 

control testing process. 

 

o Agreement with additional comments – This option would indicate 

management agrees with the overall control testing result, but would like 

to add an additional comment as to how the result was obtained. 

 

o Disagreement – This option would indicate management did not agree 

with either the control testing result and / or the testing methodology. 

 

It should be noted that details associated with both testing methodology and 

management responses are located within Addendum E – Entity Level Control 

Testing Program.  In addition, a summarized explanation of the key areas of concern 

would be the lack of definition for the following processes: 

 

1. Segregation of duties; 

2. Policy and procedure. 
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III. ADDENDUMS 

 

A. COSO - INTERNAL CONTROL – INTEGRATED FRAMEWORK 

 

This addendum refers to COSO - Committee of Sponsoring Organizations of the 

Treadway Commission – Internal Control - Integrated Framework – Executive Summary, 

which is an external document to this report, and is the primary guidance utilized to 

establish the framework of this review.  A brief history of this report is presented below. 

 

COSO was formed in 1985 as a joint initiative to sponsor the National Commission on 

Fraudulent Financial Reporting (the Treadway Commission).  The following 

professional accounting organizations were the original sponsors (Committee of 

Sponsoring Organizations) of the Treadway Commission: 

 

 The American Institute of Certified Public Accountants (AICPA); 

 

 The American Accounting Association (AAA); 

 

 Financial Executives International (FEI); 

 

 The Institute of Internal Auditors (IIA); 

 

 The Institute of Management Accountants (IMA). 

 

COSO’s original report, Report of the National Commission on Fraudulent Financial 

Reporting, was released in October 1987.  As a result the initial report’s release, COSO 

was retained by Coopers & Lybrand, a major CPA firm, to study the issues and author a 

report regarding an integrated framework of internal controls.  In September 1992, the 

original four volume report, Internal Control— Integrated Framework, was released, and 

was later re-published with minor amendments in 1994.  This report is the “standard” by 

which the majority of companies in the United States utilize to evaluate internal controls 

(poll conducted by CFO magazine in 2006; 82% respondents utilize internal control 

framework described within COSO’s reporting; other framework utilized was reported as 

COBIT which is more IT-specific). 
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B. SARBANES-OXLEY SECTION 404 – IIA AUDIT GUIDANCE 

 

Within this guidance the following “purpose” is detailed (emphasis added for the purpose 

of this report; see section How to Use This Guide; page iv): 

 
Organizations can use this guide to ensure their program for assessing the system of internal control 

over financial reporting is not only effective but also cost-effective. They will use this guide to: 

 

 Supplement and extend the guidance for management that has been provided by the SEC; 

 

 Assess the efficiency of their Section 404 program, such as how to minimize total assessment costs, 

including related external auditor fees; 

 

 Revisit their assessment process and compare it to best practices identified by experienced 

internal control practitioners; 

 

 Reconsider their processes for assessing deficiencies and providing an overall opinion.  

Management should provide an opinion that is based on principles instead of rules (i.e., an 

opinion that provides the investor with a fair assessment of the system of internal control). It 

should reflect the true condition of the internal control system, not one based on technicalities that 

could mislead the investor who needs to have confidence in the financial reports. 
 

The detailed mapping process (provided IIA guidance versus the PCUSA ELC program) 

is contained within the ELC ICQ (see Addendum D – Internal Control Questionnaire).   
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C.  STANDARD – INTERNAL CONTROLS – FINANCIAL REPORTING 

 

This guidance is officially named the Standard for Management Assessment and Audits 

of Internal Control Over Financial Reporting, and refers to the legal internal control 

review guidance provided by Japan.  As explained to the CFO during the October 22, 

2013 meeting, this guidance was utilized by Internal Audit to assist in the development of 

the proposed PCUSA ELC control language for the following reasons: 

 

 Provides easy to follow ELC examples in the form of questions (which are re-

stated as statements for the PCUSA ELC program; within the guidance, see 

Exhibit 1, pages 61 through 63); 

 

 Relies upon the COSO framework; 

 

 Clearly segregates Information Technology General Control (ITGC) concerns 

(which have already tested using a COBIT framework; see Information 

Technology Review 2013; prepared by Internal Audit; dated July 24, 2013), and 

thus, allows easy removal from the Entity Level Control review. 

 

In addition to the above explanation, this guidance provides a noteworthy explanation as 

to how the provided ELC examples should be viewed with the following footnote: 

 

This is a list of examples of the assessment items for company-level controls. It should be 

noted that companies might adopt other assessment items or make additions, eliminations 

and amendments to this list, since company-level controls may vary depending on each 

company’s business environment and characteristics. 

 

Finally, the detailed mapping process (provided guidance versus the PCUSA ELC 

program) is contained within the ELC ICQ (see Addendum D – Internal Control 

Questionnaire).  Also, it should be noted again that this guidance was utilized solely to 

assist with ELC language development. 
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D. INTERNAL CONTROL QUESTIONNAIRE 

 

The Internal Control Questionnaire (ICQ) is an Excel document, and as described within 

Section I. Background, was completed as a series of interviews between Internal Audit 

and applicable members of management.  The document consists of 13 worksheets.  A 

listing of the worksheets, with a brief description of each, is as follows: 

 

 Worksheet Directory – Utilized as a document guide. 

 

 Directions – Specific completion instructions. 

 

 Control Environment – Questions – Listing of questions utilized to clarify 

PCUSA-specific control objectives for said Component. 

 

 Risk Assessment – Questions – Listing of questions utilized to clarify PCUSA-

specific control objectives for said Component. 

 

 Control Activity – Questions – Listing of questions utilized to clarify PCUSA-

specific control objectives for said Component. 

 

 Information & Communication – Questions – Listing of questions utilized to 

clarify PCUSA-specific control objectives for said Component. 

 

 Monitoring – Questions – Listing of questions utilized to clarify PCUSA-specific 

control objectives for said Component. 

 

 Proposed ELC Program – Listing of PCUSA-specific controls derived from 

component questions and Standard for Management Assessment and Audits of 

Internal Control Over Financial Reporting examples (see Addendum C – 

Standard – Internal Controls – Financial Reporting).    

 

 ELC Mapping – This worksheet contains the mapping aggregation of the IIA 

guidance (see Addendum B – Sarbanes-Oxley Section 404 – IIA Audit Guidance) 

and the Standard for Management Assessment and Audits of Internal Control 

Over Financial Reporting (see Addendum C – Standard Internal Controls – 

Financial Reporting) versus the PCUSA ELC program. 

 

 Mapping – IIA to PCUSA – This worksheet contains the mapping detail 

associated with the IIA guidance (see Addendum B – Sarbanes-Oxley Section 404 

– IIA Audit Guidance) versus the PCUSA ELC program. 
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 Mapping – Standard IC to PCUSA – This worksheet contains the mapping detail 

associated with the Standard for Management Assessment and Audits of Internal 

Control Over Financial Reporting (see Addendum C – Standard Internal Controls 

– Financial Reporting) versus the PCUSA ELC program.  (Note: This mapping 

was utilized solely to assist with ELC language development.) 

 

 Meeting 071513 – Screenshot of meeting notice associated with the Controller 

discussion. 

 

 Meeting 102213 – Screenshot of meeting minutes associated with the CFO 

discussion. 

 

 Meeting 111313 – Screenshot of meeting notice associated with the initial 

management response discussion.  (Note: The meeting invitation was for both the 

Controller and Treasurer.  However, the Treasurer declined multiple meeting 

requests.) 
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E. ENTITY LEVEL CONTROL TESTING PROGRAM 

 

The ELC Testing Program is an Excel document that contains the following detail for 

each proposed control language tested: 

 

 Cycle – As it relates to this review, the testing “cycle” is Entity Level Controls. 

 

 Component – The applicable “component” (as detailed within COSO guidance) 

associated with the tested control. 

 

 Control – This attribute refers to the key control number nomenclature outlined in 

Section III. Audit Summary. 

 

 Control Description – Proposed control language utilized to support the 

applicable “component”. 

 

 Testing Process –Description of the testing procedures utilized to verify as to how 

the proposed control language’s current level of compliance was verified.  

 

 Testing Attributes – Specific review attributes utilized to support the Testing 

Process. 

 

 Explanation – Amplifying details related to the overall process and / or specific 

Testing Attribute. 

 

 Notes – Amplifying details related to the overall process and / or specific sample 

item. 

 

 Recommendation – Overview of necessary corrective action, if any, to improve 

the current level of compliance.  Note: Information contained within this field will 

support a GAP Summary (see step #2.a.iii within Section I. Background). 

 

 Conclusion – Testing conclusions were reported as either “Control deemed 

effective” or “Control deemed not effective”.  Note: Cataloging of compliance 

into two headings (“effective” or “not effective”) is done for the ease of reporting 

only.  Therefore, it is important to note that controls that have been deemed “not 

effective” should not necessarily be viewed as complete failures of compliance 

effort.  The exact level of “non-compliance” should be ascertained by reviewing 

the entire testing program associated with that specific control test. 
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 Management Response – Detailed response, provided by management (e.g. 

Controller; CFO) to the testing program for the specific control language in 

question. 
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F. INTERNAL CONTROL REVIEW PROCESS 

 

This is an Excel document (utilizing embedded Visio imaging) that represents the 

PCUSA internal control review process in both flowchart and narrative format. 
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